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Information Security & Management Systems

Or would you rather like to know our views on
relationships between professional Information
Management and achieving Business objectives?

............... and how to improve!
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What drives Information Security?

® Regulators?
* SOX, BASELL I, Personal Privacy Protection Acts?

® (Certification Bodies / Auditors?
* Annual reports, ISO certification?

® Company objectives?
» Business continuity, clients, employees, suppliers?

LRQA
Mossure the Differenc

Importance of Information Management

® Information is a key asset of any company
® What if your information is NOT:
+ Confidential?

* Integer? C |A

* Available?
® Supply Chain Performance is closely linked to Information “CIA”
® Dependency on IT systems increasing
® Yet - people do the job
® TAPA theft statistics — high level of “inside information”
® E-commerce
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Supply Chain Resilience
BCI Survey Report 2009

Has your supply chain been affected by any of the following within the past 12 months?

IT ortelecom disruption 432%
Adverse weather
eventis)incl. flooding

"Swine flu" AHTN1
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BUY A COPY OF ISO 27001,
GET CERTIFIED
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ISO 27000 will help you to stay in control
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ISO/IEC 27001
ISMS Requirements
ISO/IEC 27000
ISMS Fundamentals and IS(_)I 12 il
ISMS Risk Management
Vocabulary
ISO/IEC 27004
ISO/IEC 27002 (pka 17799) Information Security
Code of Practice
Management Measurements
ISO/IEC 27006 ISO/IEC 27003
Accreditation Requirements ISMS Implementation Guidance

Supports, adds value, contributes and gives advice on
ISO/IEC 27001 requirements and their implementation

Assets, Threats, Vulnerability and Risks
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Assets, Threats, Vulnerability and Risks

Which assets do you want to protect?

What could threaten your assets?

‘ Vulnerability ‘ Are your assets vulnerable to these threats?

’ Risks ‘ What are likelihood & impact of the threats?

‘ Measures ‘ What are you going to do about the risks?

‘ Procedures ‘ How do you manage the selected measures?

How do you make the measures work?

How do you know it is effective?

Risk Management covers all corporate activities

Risk Map
frequent - acceptable

supposable ALARP*
o - unacceptable
o occasional
(@]
I
—  Slightly i inabl
o ightly imaginable
X
- improbable

unimaginable

marginal negligible critical disastrous

CONSEQUENCES

* As Low As Reasonably Practicable
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Risk Assessment Process

Asset Identification Risk Assessment
and Valuation Identification of —
Threats & | Likelihood |
Vulnerabilities
| Business Risk | | Evaluation of Impacts |
| Rating/ranking of Risks |
Review of Existing Risk Management
Security Controls Identification of
new Security Policy and
Controls Procedures
- Implementation and
Risk Acceptance Risk Reduction
(Residual Risk)

LRQA
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ISMS as per ISO 27000

Security Policy

Risk Assessment

Improve

Statement of Applicability

Monitor & Review

o e o - — -

- —| Risk Treatment Planr- - - - - 4
\ Implement /
The ISMS
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Governance migrating to “ISO” concept

Management .
Review Policy I
ACT /
PLAN
Improvement Management _
Planning

System
CHI&QK <

Performance . 2 O
Assessment Implementgtlon &
Operation
N

Information Security in company perspective

A % Strategic level
QQJ (Governance!)
N
S
S \ Tactical level
actical leve
S
N
Q \l\\
Q . Operational
) level
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ISMS - Operating best practice (ISO 27002)

Security
Policy Organisation of
Compliance Information

Security

Business
Continuity
Management

Asset
Management

Human Resources
Security
Information Systems

Physical and
Acquisition, Development Environmental
and Maintenance Communicatiol Security
Access and Operations
Control Management
LRQA

Information
Security Incident
Management

Security is a prerequisite, not the objective!
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Performance Measurements

1. Management Controls

Security & IT Policies, Procedures, Business Continuity Plans,
Improvement Plans, Business Objectives, Management Reviews

2. Business Processes
Risk Assessment & Risk Treatment Management Process, HR, SOA
3. Operational Controls

Operational Procedures, Change Control, Incident, Release and
Capacity Management, Back up, Disposal, Equipment off site etc

4. Technical Controls
Information Access & Usage, authorisations, Firewalls, spyware etc.

LRQA
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Objectives of measuring performance

Confidence for senior management and
stakeholders

Ongoing improvement
Compliance
Cost / benefits and ROI

Effectiveness & appropriateness of
implemented controls
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Benefits of (certified) management system

External proof
» Stakeholders (clients, suppliers, investors, governments)
» Senior management (Budgets!)
» Employees (safe at work)
» Insurance provider — policy conditions
® Forward looking (what is required x years down the road?)

® Reduction of (supply chain) disruptions, improved Business
Continuity

® Motivates staff; common language
® Integration with other risk aspects (quality, environment, OHSAS)
® Audits (internal and external) focus on adequate risk management

LRQA
Mossure the Differenc

Benefits of (certified) management system
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Conclusions

® Compliance is not the finish but only the start

® Information Security is about people managing the
organisation, not IT systems

® Internal audits, training & awareness are crucial
elements

® Audit bodies can provide the experience and skills to
support your business

® Certification is also our start into improvements
® Try and challenge us! We call it “Business Assurance”
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Conclusions
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Business Assurance

(OYURINIARKCETR

(QUR US|\ =SS,

Standards / Legal

Language & Perspective

LRQA
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LRQA Contact details

Lloyd’s Register Quality Assurance, EMEA
® Ronald de Kok

® E Ronald.dekok@Ir.org

* M +31620709 149
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